OFFICE 9/ PRIVATE SECTOR

Liaison Information Report (LIR)
Healthcare & Public Heath Sector
Pharmaceutical Industry

25 May 2018 LIR # 180525001

Criminals Posing as Pharmacists Conducting Fraudulent Prescriptions Requests
without Doctors’ or Patients’ Knowledge Throughout the United States

The Washington Field Office, in coordination with Office of Private Sector, prepared this LIR to inform
healthcare partners in the medical industry about fraudulent prescriptions affecting physicians and patients
across the United States. FBI information indicated there are approximately sixty reported fraudulent
prescription requests. If you have knowledge of such activity, report it to your security office, wf-
healthcarefraud@ic.fbi.gov, and your local FBI Field Office.

Since March 2017, several partially-identified pharmacies and pharmaceutical companies have requested
medical prescriptions and/or supplies without the physician’s and patient’s knowledge. The companies
sent the alleged fraudulent requests through a fax-to-computer system originating from doctors’ offices across
the United States. These requests included ointments, over-the-counter medications, and diabetic supplies.

The following are the reported partially-identified companies who allegedly conducted fraudulent
requests:

e RX Works

e Max Health Benefits
e E-Healthy Solutions
e Health Solutions

e Pharmacy Works

Fraudulent prescriptions were also reported from several legitimate pharmacies and pharmaceutical
companies. At this time, it appears these businesses are not complicit in the scheme.

The Scheme

The perpetrators represented themselves as representatives of the above-mentioned companies. They
contacted patients to obtain the patients’ primary care contact information. The perpetrators then use the
information to obtain authorization from the physician via fax. (See Appendix for an example of the fax
request).
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FBI information indicated the perpetrators used the following Fax numbers:

800-581-1299
866-705-4069
866-462-7769
561-331-6061
800-868-8136
866-242-5573
866-308-4114
866-583-0576
888-641-0060
888-290-8812

The fraudulent prescription requests included the following medications:

e Diclofenac sodium solution (1.5 percent) and gel (3 percent)

e Omeprazole sodium bicarbonate

e Triamcinolone acetonide cream (0.1 percent)

o Lidocaine ointment

This LIR was created by the FBI Washington Field Office, in coordination with Office of Private Sector
(OPS) and disseminated from OPS’s Sector Analytic Unit. Please direct any requests and questions to
your FBI Private Sector Coordinator at your local FBI Field Office:
https://www.fbi.gov/contact-us/field-offices. If you have knowledge of such activity, report it to your

security office, wf-healthcarefraud@ic.fbi.gov, and your local FBI Field Office.
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Appendix: Examples of the Fraudulent Prescriptions Request

To: Page 2of2 2018-01-30 161814 (GMT) 156142326592 From: RX Department

Prescriber: Patient Nam:

Phone: phone:INIINGE oo:: NG
Address: address: NN

Location: Location: NN
DEA: ner: I /e rgies:

MEDICATION ORDER

Policy # Bin # Group # PCN #
Please attach patient's insurance demaographics, {scan insurance card if possible)
TOPICAL PAIN MANAGEMENT INFLAMMATION

7 Diclofenac Sodium 1.5%, 150ml / Capsaicin 0.025%, 8oz Pak QTY: 2 packs Refills: (DEFAULT 3)
Sig: apply 2.5mL of Dicoefenac Solution & Penetal cream to the sffectad arsa 4 times dailly as needesd.
» Lidocaine 2.5%/ Prilocaine 2.5% Cream Kit QTY: 3 Kits Refills: (DEFAULT 3)

Eig: Apply 2-3 grams to affected area and cover with occdusive dressing for at least Zhrs (max 4 hrs).
Then wipe off cream. May repeat up to 3 times daily.

* Doxepin 5% Cream QTY: 180 Grams  Refills: (DEFAULT 3)
Sig: fpphy a thin film {1-2gm] to painful area 3 times daily as dirscted by phy=zician. Wait at lzast 3-4 hours hatwesn zpplications.
* Fluocinonide 0.1% Topical Cream QTY: 3680 Grams  Refills: (DEFAULT D)

Sig: Apply a thin layer {1-Zgm} ko affected area 3-4 times a day as directed.

If Lidocaine 2.5% / Prilocaine 2.5% Cream Kit hot covered, please Substitute with
* Lidocaine 5% Topical Ointment QTY: 300 Grams  Refills: (DEFAULT 3)
Sig; &pply 2-3 grams to AR(5) 3-% omes daily (1 gram = 1 dims sizel
If Diciofenac Sodium 1.5%, 150ml/Capsaicin 0.025%, 8oz Pak not covered, please Substitute with

* Diclofenac 3% Topical Gel QTY: 300 Grams  Refills: {DEFAULT 3)
Eig: Apply 2-3 grams to Aa{s) 3-4 times daily {lgram=1 dims size],
--OR--

* Diclofenac 1,5% Topical Solution QTY: 300 mL Refills: (DEFAULT 3)

Sig: apply 2.5mL to the effectad area 4 times daily 85 neaded,

If Fluocinonide 0.1% topical cream not covered, please Substitute with

* Flurandrenolide 0.05% Cream QTY: 360 Grams  Refills: {DEFAULT 3)
Sig: apply g thin layer {1-2 gm) to affect=d arsafs) 3-4 times a day (1 dime siz2 = 1 gram ).
R~

+ Clobetasol 0.05% Cream QTY: 360 Grams  Refills: (DEFAULT 3)

Sig: Agply a thin layer {1-2 gm) to affected area(s) 3-4 times a day (1 dime size = 1 gram},

SCAR/DERMATITIS/ECZEMA /PSORIASIS

[ Triamcinolone 0.1%, 80gm/ Silicone Sheets, Sct Pak QTY: 2 packs (30 day supply) Refills: (DEFAULT 3)

Sig: Apply 2.5mL of Diclefenac Solution & Penetral cream to the affectad area 4 timas daly as needed.
If the above RX is NOT covered under the patientaC™s insurance, pl substi with the following RX's:

* Fluocinonide 0.1% Topical Cream QTY: 360 Grams Refills: (DEFAULT 3)
Sig: Apply @ thin layer {1-2gm) to affected skin araa 3-4 times a day as directed.
-

* Hydrocortisone 1% in Absorbabase QTY: 220 Grams  Refills: (DEFAULT 3)
Sig: Apply a small amount (1-2gm) to affected skin area 2 to 4 times daily.
s = -

* Flurandrenolide 0.05% Cream QTY: 360 Grams Refills: (DEFAULT 3)
=ig: Apply & thin kaver {1-2gm) to affected areas) 3-4 tmas & day(l dima size = 1 gram)
DR

* Clobetasol 0.05% Cream QTY: 360 Grams Refills: (DEFAULT 3)
Sig: Apply a thin fayver {1-Zam) to affectad arsa(s) 3-4 timas a day(l dime size = 1 gram)

* Calcipotriene 0.005% Topical Cream QTY: 360 Grams Refills: (DEFAULT 3)
Sig: Apply 2-3 grams to AA&(s) 3-4 times daily {1 gram = 1 dime size)

= Synerderm Skin Care Emulsion QTY: 120 Grams  Refills: (DEFAULT 3}

Sig: spply 3 small amount (1gm) to affected skin area, allow to dry. May repeat up to 4 times daily.

* 1 authorize the P.LC. (Pharmadists in Charge) to substicute tha prascribed product that 1 Prescribed with an alternata farmula or product if the patient does
nak have Insurance, hes a high deductible ar copay, or has an insurance pelicy that does not cover the particular product or compound [ have prescribed, |
urdearstand that the purpaose of this is agresment is to provide each patient with affordatde option within the same scope as the initially grescribed madication,

¥ Far your convenienca, we will automatically refill this order with the patient's autharizstion unless otherwise diracted.

PROVIDER SIGNATURE DATE
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| Pt BFFAA0LL22 1 H77 .20, 1220 |Hy Dec 7 L2:1F=:1 JU1F Wil Fage 2 af 2

RX [TOrm errasm  oMernmm Aanm SToon To PHARAC Y

Pharmacy Fax: (866} 242-5573

PATIENT INFORMATION
Patiern dame: [ NG -
strce: addooss: _
e ]
Laors | Lo« CELL SHOHE ¢

AL LRCIE:

PRESCRIBER INFORMATION
e Ther:
RIMEH === IELESRE
NGy 0000000 |
- - I

El DEpenze the fol lowing :
Lidocaine Qintment ISP 5% = Dispencse 300 o
Sig: Apply 2-2 2m 3-1 times daily 1o affect=d zr=a. PEM
and Dklofenac Soddlum Gel 3% — Dlspense 300 g2m
Sig: apply 2-3 amtopically, vp to d times daily. FEM
and Doxepin HCl Cream 5% Dispense 120gm
SiA spphy 1-2 e Lopically, 2otmees 2 dey b g Teeied gres [ T2eling dreswesy, gpely b tima. PRMN
and Fluacinenide Crearm USF 0.1% — Dispenze 360gm
3iz: apply a thin layer [2-3zm) 1o affectad =raa 3-4 timesz a day or as directad. "RKH
- Fluoeipride creaen LISP O, L% i rea L o 2o e deadildbele, ke oo weitly
Clokbetasel Fropionate Qintment, VSF 0005% — Dispense 2408m
Sz opply & 3 g tapically. teice dally, PHR

PR PR
REFILLS: [¥|5  oFHER:
==y foce

E Calcipotriame Cream O.005% Lispense 360
SizaApphy 2-F grames e cleoied sres 31 lmes 2 day. PER
and Synerderm Skin Canz Emulsien Dispenss 120g
Sz appby & seaall armannt 21 gang taaffackad skin soea, Sllear Ba dey.

Flay repeat up to 4 times dally. PR RERHL S EE GTHER:

similor proeducl co-cred by oinsurcnve whea ek, - ceueents [ chanca-g
g5r - rofisctkhchr pe Inchertpy. ZubesHuklane & & Spaalcakls Foxakke o2's

Bhytlan: sl or salees L senl b Lhy et 'y nen ca-ered el e s
wrrxduzing th> >relas dros quant b presoribec and)'or dl ecklane tor =2 ar >
i=motania: b cim ol gz de al o R et itp U onaza sen bz Bl =civing omannmnie g L] nlas e sy s oaone o alk
[ el -1 kel T hiadlue

ARl o e L g e abicraey il anle=nicalby - Ll s ba s bk pats ot s lenieation 2 Ak s haewsiaan e,

alurn

Prescriber's S1gnature Drate
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Traffic Light Protocol (TLP) Definitions

When should it be used?

How may it be shared?

Not for disclosure, restricted
to participants only.

Sources may use TLP:RED when information
cannot be effectively acted upon by additional
parties, and could lead to impacts on a party's
privacy, reputation, or operations if misused.

Recipients may not share TLP:RED information with any parties outside
of the specific exchange, meeting, or conversation in which it was
originally disclosed. In the context of a meeting, for example, TLP:RED
information is limited to those present at the meeting. In most
circumstances, TLP:RED should be exchanged verbally or in person.

[TLP:AMBER

Lo )

Limited disclosure, restricted
to participants’
organizations.

Sources may use TLP:AMBER when
information requires support to be effectively
acted upon, yet carries risks to privacy,
reputation, or operations if shared outside of
the organizations involved.

Recipients may only share TLP:AMBER information with members of
their own organization, and with clients or customers who need to know
the information to protect themselves or prevent further harm. Sources
are at liberty to specify additional intended limits of the sharing:
these must be adhered to.

Limited disclosure, restricted
to the community.

Sources may use TLP:GREEN when
information is useful for the awareness of all
participating organizations as well as with
peers within the broader community or sector.

Recipients may share TLP:GREEN information with peers and partner
organizations within their sector or community, but not via publicly
accessible channels. Information in this category can be circulated widely
within a particular community. TLP:GREEN information may not be
released outside of the community.

Disclosure is not limited.

Sources may use TLP:WHITE when
information carries minimal or no foreseeable
risk of misuse, in accordance with applicable
rules and procedures for public release.

Subject to standard copyright rules, TLP:WHITE information may be
distributed without restriction.
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